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DETAILED ACTION 

1 . This action is in response to the application filed on 09/19/2003. 

2. Claims 1-29 are under examination. 

Specification 

3. The disclosure is objected to because of the following informalities: 

The specification is objected because they fail to show component number as 
described in the drawing [Fig. 2, remote control -> 46, last line of page 14 "remote 
control 60"]. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

4. Claims 22-29 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. 



Claim 22 recites "A computer readable medium storing program code causing a 
microprocessor controlling a receiver to perform a method including: reading a hash 
value from data storage within said receiver, transmitting data indicating programming 
to be decrypted together with said hash value to a program provider; receiving a secret 
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code from said program provider; decrypting said secret code with a private 
cryptographic key stored in said data storage; and storing a decrypted form of said 
secret code for use to decrypt program content in said data storage". Claim 22 is 
rejected under 35 USC 101 for failing to provide a practical application that produces a 
useful, tangible and concrete result. From the specification, page 12 last paragraph 
and page 13 lines 1-2, it states "Instructions for programs to execute within the 
computer system 74 may also be provided in the form of a computer data signal 
embodied in a carrier wave". Based on the cited disclosure above, it is determined that 
the readable medium carrying a signal recites a non-statutory matter. Therefore, Claim 
22 is rejected under 35 USC 101. 

Claim 23 recites "A computer data signal embodied in a carrier wave comprising 
program code causing a microprocessor controlling a receiver to perform a method 
including: reading a hash value from data storage within said receiver, transmitting data 
indicating programming to be decrypted together with said hash value to a program 
provider; receiving a secret code from said program provider; decrypting said secret 
code with a private cryptographic key stored in said data storage; and storing a 
decrypted form of said secret code for use to decrypt program content in said data 
storage". However, the signal is non-tangible subject matter and the claim is 
rendered as non-statutory. Therefore, Claim 22 is rejected under 35 USC 101 for 
failing to provide a practical application that produces a useful, tangible and concrete 
result. 
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Claims 24 and 26 have limitation that are similar to those of claim 22, thus they are 
rejected with the same rationale applied against claim 22 above. 
Claim 27 depend on claim 26, therefore they are rejected with the same rationale 
applied against claim 26 above. 

Claim 25 and 28 have limitation that are similar to those of claim 23, thus they are 
rejected with the same rationale applied against claim 23 above. 
Claim 29 depend on claim 28, therefore they are rejected with the same rationale 
applied against claim 28 above. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 



5. Claims 18, 22 and 23 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Ansell et al (US Patent No. 6,792,1 13). 
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As per claim 18 , Ansell discloses: 

a) generating a hash value within said receiver [col. 6 lines 9-16], wherein said hash 
value represents a computer readable serial number of a component within said 
receiver [col. 6 lines 5-9]; b) storing said hash value in data storage within said receiver 
[Fig. 1]; c) reading said hash value from data storage, d) transmitting data indicating 
programming to be decrypted together with data identifying said receiver and said hash 
value to a program provider [Fig. 6B], e) finding a data record within a database 
accessed by said program provider including said data identifying said receiver [col. 14 
lines 29-44]; f) matching said hash value transmitted from said receiver with a hash 
value stored within said data record [col. 14 lines 40-44]; g) generating a secret code 
identifying said programming to be decrypted [Fig. 4 or 5]; h) encrypting said secret 
code with a public cryptographic key of said receiver stored within said data record to 
form an encrypted version of said secret code [Fig. 4 or 5]; i) transmitting said secret 
code from said program provider to said receiver; k) decrypting said encrypted secret 
code within said receiver with a private cryptographic key stored within said receiver; 
and I) decrypting said portion of said program content with said secret code within said 
receiver [Fig. 4 or 5, 3A or 3B, 2, 1]. 

As per claim 22 , it encompasses limitations that are similar to limitations of claim 19. 
Thus, it is rejected with the same rationale applied against claim 18 above. 
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As per claim 23 , it encompasses limitations that are similar to limitations of claim 19. 
Thus, it is rejected with the same rationale applied against claim 18 above. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1, 3, 6, 7 and 8 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ansell et al (US Patent No. 6,792,113) and in view of Pearce et al 
(US Patent No. 6,243,468). 

As per claim 1 . Ansell discloses: 
a receiver comprises: 

a component identified by a computer readable serial number [col. 6 lines 5-9], data 
storage storing access data determining programming to be decrypted by said receiver, 
a public cryptographic key, a private cryptographic key for decrypting information 
encrypted with said public cryptographic key, and a code representing said component 
identifier [Fig. 1, component 104, Fig. 22-24, Fig. 2], and a signal processor decrypting 
said encrypted program content in accordance with said access data stored within said 
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data storage [col. 6 lines 44-47, Fig. 2]; and a first microprocessor [Fig. 1 component 
104], a first method comprising: reading said computer readable serial number; 
generating a hash value representing said computer readable serial number, and 
storing said hash value in said data storage [Fig. 1, component 104, col. 6 lines 5-16], 
said receiver additionally performs a second method comprising: reading said hash 
value from said data storage, transmitting data indicating programming to be decrypted 
together with said hash value to a program provider [Fig. 1, 6B, col. 14 lines 22-28], and 
said receiver additionally performs a third method comprising: receiving a secret code 
from said program provider; decrypting said secret code with said private cryptographic 
key stored in said data storage; and storing a decrypted form of said secret code as 
said access data in said data storage [Fig. 6B, 4, 5, col. 12 lines 63-65, col. 9 lines 48- 
51, Fig. 3A, 3B]. 

Ansell teaches generating a hash value representing said computer readable serial 
number [col. 6 lines 5-16]. Ansell doesn't expressively mention periodically performs the 
first method (i.e. generating a hash value). 

Pearce teaches generating a hash value periodically [Fig. 5, col. 6 lines 64-67]. 
Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Pearce with Ansell, since one would have been 
motivated to prevent piracy or illicit use of the content [Pearce, col. 1 lines 6-7]. 

As per claim 3 , the rejection of claim 1 is incorporated and Ansell discloses: 
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said data storage additionally stores a digital certificate, and said digital certificate is 
transmitted with said data indicating programming to be decrypted [Fig. 1, 23, 6B]. 

As per claim 6 , the rejection of claim 1 is incorporated and Ansell discloses: 

said second method additionally includes transmitting transaction data for purchasing 

additional program content [Fig. 8, col. 15 lines 30-35, col. 3 lines 1-5]. 

As per claim 7 and 8 , the rejection of claim 1 is incorporated and Ansell discloses: 
a portion of information transmitted to said program provider during performance of said 
second method is encrypted with a private key of said receiver/ a public key of said 
program provider [col. 7 lines 20-30, Fig. 6B]. 

7. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ansell et 
al (US Patent No. 6,792,113) in view of Pearce et al (US Patent No. 6,243,468) and in 
view of Russ et al (US Patent No. 6,748,080). 

As per claim 2 , the rejection of claim 1 is incorporated and Ansell discloses the 
processor and the data storage for storing the hash value and reading/writing the hash 
value [Fig. 1] and transmits the data indicating programming to be decrypted together 
with the hash value to the program provider [Fig. 6B]. Pearce teaches generating a 
hash value periodically [Fig. 5, col. 6 lines 64-67]. Ansell and Pearce don't expressively 
mention a second microprocessor. 
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However, Russ teaches a second microprocessor [Fig. 3 -> 314 i.e. secure element to 
access the private data in the memory 704], a first processor [Fig. 312, which 
communicates with the secure element and the secure element provides the data to the 
processor], a read-only key register storing said private key and a program control 
register (memory) [Fig. 3 or 9 component 314, 312, Fig. 7 -> 314, which provides the 
memory (704) read/write operation]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Russ with Ansell and Pearce to include the second 
processor (i.e. secure element), since one would have been motivated to provide the 
security for the operators/receivers of the subscriber network system [Russ, col. 2 lines 
11-14]. 

8. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ansell et 
al (US Patent No. 6,792,113) in view of Pearce et al (US Patent No. 6,243,468) and in 
view of Ellis (US Patent No. 7,086,086). 

As per claim 4 , the rejection of claim 1 is incorporated and Ansell discloses: 
a plurality of components identified by computer readable serial numbers [col. 6 lines 
10-16]. Ansell teaches storing the hash value and transmitting data indicating 
programming to be deciphered together with said hash value to said program provider 
[Fig. 1, 6B]. 
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Ellis teaches generating a hash value representing each of said computer readable 
serial numbers [col. 10 lines 58-61]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Ellis with Ansell and Pearce, since one would have 
been motivated to authenticate the device (i.e. receiver) [Ellis, col. 10 lines 64-67]. 

9. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ansell et 
al (US Patent No. 6,792,113) in view of Pearce et al (US Patent No. 6,243,468) and in 
view of Gilley et al (US Patent No. 5,771 ,287). 

As per claim 5 , the rejection of claim 1 is incorporated and Gilley discloses generating 
authentication code (i.e. hash) periodically [col. 4 lines 17-25]. Further, Gilley teaches 
performing the first method (i.e. generating the hash/authentication code) whenever the 
receiver is turned on [col. 4 lines 17-25]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Ellis with Ansell and Pearce, since one would have 
been motivated to resist the tempering of hardware from the system/device [Ellis, col. 1 
lines 10-12, col. 3 lines 29-30]. 
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10. Claims 9-13, 17, 19, 24, 25, 26 and 28 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Ansell et al (US Patent No. 6,792,1 13) and in view of Akiyama 
et al (US Pub. 2003/0002679). 

As per claim 9 , Ansell discloses: 

input means for receiving data signals from each receiver [Fig. 1, 6B]; output means for 
transmitting a secret code indicating a portion of said encrypted programming to be 
displayed by each receiver [Fig. 6B, 4, 5, 2]; data storage; a processor; and a database 
storing a data record for each receiver in said plurality of receivers, wherein each said 
data record includes a first data field identifying an address for sending data to said 
receiver, a second data field for storing a hash value for said receiver, and a third data 
field for storing a public cryptographic key of said receiver [Fig. 1, component 102, col. 
.10 lines 45-67, col. 11 lines 31-40]. 

Akiyama teaches plurality of receivers and transmits the secret code indicating a portion 
of said encrypted programming to be displayed by each receiver in said plurality of 
receivers [paragraph 0013, Fig. 1, 10, 14]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Akiyama with Ansell, since one would have been 
motivated to provide the conditional access to the content [Akiyama, paragraph 0011 
lines 2-3]. 
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As per claim 10 , the rejection of claim 9 is incorporated and Ansell discloses: 
receiving a message from a receiver in said plurality of receivers including data 
identifying said receiver, data indicating programming to be decrypted by said receiver, 
and a hash value [Fig. 6B]; identifying a data record within said database from said data 
identifying said receiver, determining said hash value received in said message 
matches said hash value stored in said data record [col. 14 lines 39-45], generating a 
secret code identifying programming to be decrypted by said receiver, encrypting said 
secret code with a public cryptographic key of said receiver stored in said data record to 
form an encrypted version of said secret code; and transmitting said encrypted version 
of said secret code to said receiver [Fig. 4 or 5, Fig. 1]. 

As per claim 11 , the rejection of claim 9 is incorporated and Ansell teaches said data 
record, which comprises the key record [Fig.1 ,19]. 
Akiyama teaches: 

storing said secret code in the data record [Fig. 5 or 6]. 

As per claim 12 , the rejection of claim 10 is incorporated and is rejected for the same 
reason set forth in the rejection of claim 9 above. Further, Akiyama teaches plurality of 
receivers [paragraph 0013]. 

As per claim 13 , the rejection of claim 12 is incorporated and is rejected for the same 
reason set forth in the rejection of claim 11 above. Further, Akiyama teaches plurality of 
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receivers, the contracting user database and channel key/seed database [paragraph 
0013 Fig. 2, 3]. 

As per claim 17 , the rejection of claim 12 is incorporated and Ansell discloses: 

said second method additionally includes transmitting transaction data for purchasing 

additional program content [Fig. 8, col. 15 lines 30-35, col. 3 lines 1-5]. 

As per claim 19 , the rejection of claim 18 is incorporated and Ansell discloses 
transmitting said public cryptographic key of said receiver, and said hash value from 
said receiver to said program provider [Fig. 6B, 1]; establishing an additional data 
record within said database accessed by said program provider; and storing said data 
indicating said receiver is to be registered with said program provider, said public 
cryptographic key of said receiver, and said hash value from said receiver in said 
additional data record [Fig. 17, col. 10 lines 45-63]. 
Akiyama teaches: 

transmitting data indicating said receiver is to be registered with said program provider 
[Fig. 7, 3, paragraph 0112]. 



As per claim 24 . it encompasses limitations that are similar to limitations of claim 10. 
Thus, it is rejected with the same rationale applied against claim 10 above. 
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As per claim 25 , it encompasses limitations that are similar to limitations of claim 10. 
Thus, it is rejected with the same rationale applied against claim 10 above. 

As per claim 26 . it encompasses limitations that- are similar to limitations of claims 10 
and 19. Thus, it is rejected with the same rationale applied against claim 10 and 19 
above. 

As per claim 28 . it encompasses limitations that are similar to limitations of claim 26. 
Thus, it is rejected with the same rationale applied against claim 26 above. 

11. Claims 14 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Ansell" et al (US Patent No. 6,792,113) in view of Akiyama et al (US Pub. 
2003/0002679) and in view of Khandelwal et al (US Patent No. 6,993,132). 

As per claim 14 , the rejection of claim 12 is incorporated and Ansell teaches: 
data storage storing a data structure including hash values [col. 10 lines 45-50, col. 11 
lines 31-35]; said second method additionally includes determining that said hash value 
matches a hash value within said plurality of hash values before transmitting said 
encrypted version of said secret code identifying programming to be decrypted by said 
additional receiver to said additional receiver [col. 14 lines 40-45, Fig. 6B]. 
Khandelwal teaches the hash value received from one or more manufacturers of said 
receivers [col. 3 lines 22-27, col. 5 lines 3-7]. 
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Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Khandelwal with Ansell and Akiyama, since one 
would have been motivated to prevent fraudulent access in digital cable networks [col. 1 
lines 8-9]. 

As per claim 15 , the rejection of claim 14 is incorporated and Ansell teaches: 

said second method additionally includes determining validity of a digital certificate in 

which said public cryptographic key is transmitted [Fig. 19 col. 1 1 lines 31-34, 41-45]. 

12. Claim 16 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ansell et 
al (US Patent No. 6,792,113) in view of Akiyama et al (US Pub. 2003/0002679) and in 
view of Ellis (US Patent No. 7,086,086). 

As per claim 16 , the rejection of claim 12 is incorporated and Ansell discloses: 
said second data field stores a first of hash values for said receiver [Fig. 19 col. 11 lines 
31-35], said first method includes receiving a second of hash value within said message 
from said receiver and determining whether said each of said second of hash value 
matches a hash value within said first of hash values [col. 14 lines 40-45], and said 
second method includes receiving a third hash value within said message from said 
additional receiver and storing said third plurality of hash values in said additional data 
record [Fig. 6B, 19]. 

Akiyama teaches plurality of receiver (i.e. additional receiver) [Fig. 1 , paragraph 0013]. 
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Ellis teaches generating a hash value representing each of said computer readable 
serial numbers (i.e. plurality of hash values) [col. 10 lines 58-61]. 
Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Ellis with Ansell and Akiyama, since one would 
have been motivated to authenticate the device (i.e. receiver) [Ellis, col. 10 lines 64-67]. 

13. Claims 20, 27 and 29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ansell et al (US Patent No. 6,792,113) in view of Akiyama et al (US 
Pub. 2003/0002679) in view of Khandelwal et al (US Patent No. 6,993,132) and in view 
of Ellis (US Patent No. 7,086,086). 

As per claim 20 , the rejection of claim 19 is incorporated and Ansell teaches: 

storing said plurality of hash values in a data structure accessed by said program 

provider [Fig. 17, col. 10 lines 45-50, col. 11 lines 31-35]; determining that said hash 

value matches a hash value within said plurality of hash values [col. 14 lines 40-45, Fig. 

6B]. 

Khandelwal teaches the hash value received from one or more manufacturers of said 
receivers [col. 3 lines 22-27, col. 5 lines 3-7]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Khandelwal with Ansell and Akiyama, since one 
would have been motivated to prevent fraudulent access in digital cable networks [col. 1 
lines 8-9]. 
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Ellis teaches generating a hash value representing each of said computer readable 
serial numbers (i.e. plurality of hash values) [col. 10 lines 58-61]. 
Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Ellis with Ansell and Akiyama, since one would 
have been motivated to authenticate the device (i.e. receiver) [Ellis, col. 10 lines 64-67]. 

As per claim 27 , it encompasses limitations that are similar to limitations of claim 20. 
Thus, it is rejected with the same rationale applied against claim 20 above. 

As per claim 29 , it encompasses limitations that are similar to limitations of claim 20. 
Thus, it is rejected with the same rationale applied against claim 20 above. 

14. Claim 21 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ansell et 
al (US Patent No. 6,792,1 13) in view of Akiyama et al (US Pub. 2003/0002679) in view 
of Khandelwal et al (US Patent No. 6,993,132) in view of Ellis (US Patent No. 
7,086,086) and in view of Gilley et al (US Patent No. 5,771 ,287). 

As per claim 21 , the rejection of claim 20 is incorporated and Gilley discloses generating 
authentication code (i.e. hash) periodically [col. 4 lines 17-25]. Further, Gilley teaches 
performing during initialization each time power is turned on at the receiver [col. 4 lines 
17-25]. 
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Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Ellis with Ansell and Pearce, since one would have 
been motivated to resist the tempering of hardware from the system/device [Ellis, col. 1 
lines 10-12, col. 3 lines 29-30]. 

Conclusion 

15. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Oka et al (US 2004/0039911) — Content usage authority management system and 
management method 

Mineo (US 2001/0056493) — Server assignment device, service providing system and 
service providing method 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nirav Patel whose telephone number is 571-272-5936. 
The examiner can normally be reached on 8 am - 4:30 pm (M-F). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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